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Abstract. Cloud computing is a booming technology used by IT organizations since it
provides all types of services based on pay per use model. Security and privacy is the
major concern of clouds. IoT devices are resource constrained devices, and are unable
of securing and defending themselves, and can be fluently negotiated and compromised.
Thus, it is important to take up proper schemes for authentication and control access
to assure the overall security for IoT devices, their communications, and their data.
Accessing the IoT devices using cloud is increasing. Also the authentication scheme
must be reliable, scalable, and secure against known attacks and threats. Cloud and IoT
need to follow stringent security mechanisms to detect its anomalies. Intrusion
detection system (IDS) is used to analyse the intruder attack on the cloud. We
emphasise the use of anomaly based intrusion detection techniques to prevent the
intruder attack. Edge intelligence is the combination of Al and Edge Computing; it
enables deployment of machine learning algorithms to the edge devices where the data
is generated. It has the potential of providing artificial intelligence to any person and
every organization at any place.
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1. Introduction

Authentication is the process of certifying an identity by which a set of given
credentials are checked against stored data in a database or authentication server [1].
The various threats to cloud are by attacks such as Denial of Service, Distributed Denial
of Service, network sniffing, cross-site scripting, IP spoofing, man-in-the-middle attack
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etc. A traditional way to protect a network device is by assigning it a unique name and
password [4]. In this work we discuss about the Intruder attack on cloud network. This
attack compromises the Confidentiality, Integrity and Availability of the system. The
intruder tries to gain access of the resources which he is not intended to use.

There are many types of Intrusion Detection System as shown in Figure 1.
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Figure 1. Types of IDS

Edge intelligence along with cloud computing provides lot of benefits including low
latency, context awareness, energy efficiency, privacy protection, reduced bandwidth
consumption etc [7][8]. Edge computing is the concept of capturing, storing, processing,
and analyzing data closer to the location where it is needed to improve response times
and save bandwidth. Hence, edge computing is a distributed computing framework that
brings applications closer to data sources such as [oT devices, local end devices, or edge
servers [3]. Edge computing complements and extends the cloud.

2. Survey

The work of Subburaj.V and Chitra K launches PSO to detect vulnerabilities in
mobile sensor, which can be used for detecting anomalies in IoT devices [2]. Gateway
verification, generated fitness ratio and node dynamism fight against the attack.
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The work of Mehmood, Yasir, et al describes all the features of the available cloud
based Intrusion Detection System. It describes the type, positioning, attacks covered,
limitations and challenges of the Intrusion Detection Systems [6].

3. Types of intruder attacks

A. Insider attack

The attackers may be the authorised users who intent to misuse the privileges that
are allocated or not allocated to them. The attackers may reveal the secrets of the cloud
to the opponents or the competitors [6].

B. Attack on hypervisor

The attackers compromise the hypervisor and take control over the virtual machines.
The attackers aim at accessing the hypervisor or virtual machines by exploiting the
vulnerabilities in the hypervisor or virtual machines.

C. Denial of service attack

The attackers send large number of packets to the available virtual machines and
making them unavailable to the legitimate users. Since huge number of request arrives
the virtual machines are allocated to handle the request. Availability of the systems
becomes the target of this attack.

4. Proposed system

In the earlier work Anomaly detection was done for the IoT devices, the virtual
instances and the authentication data. Anomaly detection also eradicates the attacks
against the devices and instances. The work used the MDGAN anomaly detection
algorithm to eradicate the systems that fail authentication. MDGAN algorithm works
with an offline data set [5]. The edge computing devices are capable of processing real
time data with the deep learning algorithms and artificial intelligence.

Deep learning gives the ability to identify patterns and detect anomalies in the data
sensed by the edge device. Edge computing devices and services act as local data
processing and storage source of these systems. It can act as an edge gateway capable
of processing data from an edge device and transferring the relevant data back through
the cloud.
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Figure 2. Deep learning in Edge devices

When the intruder tries to gain access over the IoT devices the user credentials are
checked. If their intruder has fake credentials the intruder is denied access to the IoT
devices and the attack is stopped.

When an inside attacker tries to misuse his privileges to gain access over the cloud
resources the user credentials are checked. The resources allocated to the insider can be
accessed. The resources beyond the insiders’ scope cannot be accessed. When the
insider tries to access the devices beyond his scope the insider fails the anomaly
detection of authentication data. When the authentication fails the insider is stopped
from accessing the cloud resources.

5. Results and discussions

The objective of MDGAN is to improve efficiencies by avoid anomaly detections. It
is done by comparing the datasets with different parameter to increase the identification
ration in terms of anomaly detections.

The parameter used here are Area Under Receiver Curve (AUC), Precision recall
(PR) and Equal Error Rate (EER) respectively. Table 1 to Table 3 displays the various
comparison measures based on warm up ratio.
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Table 2. COMPARISON BASED ON PR
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Figure 3. AUC performance at different Warn up to boost accuracy ratio to eradicate error rate

6. Conclusion

Cloud computing faces lot of issues related to security and privacy. Intruder attack
is the major concern that affects the availability and trustworthiness of the cloud.
Anomaly based intrusion detection system helps in identifying the intruder attack. The
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PSO and Anomaly Detection algorithm helps in preventing the intruder attack and other

unknown attacks that happens in the cloud environment. In the future work more attacks

to the cloud environment can be identified and solved using the PSO and Anomaly

Detection techniques.
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